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Overview 
 
PTR/TRAP 5.4.0 introduces a new integration with Proofpoint Browser Isolation to simplify the task of 

triaging message-related URLs, reported by employees, to the Abuse Mailbox. Analysts now can inspect URLs 

safely, in a sandbox experience, with a single click, directly from the PTR/TRAP alerts page. 

 

In addition, this release simplifies the incident response workflow for abuse mailbox incidents with quick links 

to the Alerts and Activity pages directly from the incident list page. Also, it offers enrichment from 

Proofpoint Targeted Attack Protection (TAP) by highlighting Very Attacked People (VAP) who are 

targeted in an incident, thus providing visibility into threat types represented by TAP alerts. 

 

Lastly, customers who use TAP will also benefit from the direct visibility of TRAP quarantine activity on the 

TAP Dashboard. PTR/TRAP version 5.3.0 added the capability to communicate information about successful 

quarantines back to the TAP Dashboard. The presentation of this information is now available with the launch 

of PTR/TRAP 5.4.0. 

  

 

Closed Loop Email Analysis & Response 

Using Proofpoint Browser Isolation to Triage URLs 
 
This release enables security teams to triage URLs in messages submitted by employees to the Abuse Mailbox 

by using the Closed Loop Email Analysis & Response (CLEAR) solution with a single click from the TRAP 

user interface. The URLs section of the Alerts page has a new column entitled “Open in Proofpoint 

Browser Isolation.” 

 

 
 

Clicking on a link in ”Open in Proofpoint Browser Isolation” opens the webpage in a safe web browsing 

environment (sandbox) entitled “Proofpoint SaaS Isolation.“ 

 



   
 

   
 

 
Browsing by means of Proofpoint Browser Isolation enables an analyst to click on a URL in the same way that 

an end user would behave. The analyst can click on links on the webpage and submit forms, thereby identifying 

potential phishing/spam threats without the fear of infection from malware as the browsing experience does not 

allow uploads/downloads of files to the system. 

 

Customers don't need to own a license for Proofpoint Browser Isolation to use this feature. Further information 

about the Proofpoint Browser Isolation product can be obtained by clicking on this link. 

 

Note: The use of Proofpoint Browser Isolation requires that an analyst’s machine be connected to the internet. 

Further, use of a proxy is supported on condition that there is internet connectivity. 

 

Attaching Reported Email with Feedback Templates and Sending It to End Users 

 

PTR/TRAP 5.4.0 enables security teams to attach an original message, reported by end users, to the email 

template responses sent to them from TRAP. This is helpful when an email is scored as either Low Risk or 

Bulk; moreover, it is desirable for end users to be able to retrieve the reported email with ease. This setting can 

be configured by PTR/TRAP admins when creating/editing an email template here: Abuse Feedback under 

Email Templates (in System Settings). 

 

 
 

https://www.proofpoint.com/us/products/advanced-threat-protection/browser-isolation


   
 

   
 

 

Previewing an Email Template’s Content Prior to Sending a Manual Response 
 

This release enables manual “Send email notification” response actions from the incident/alert page to 

provide a preview of the content of an email template prior to sending it to an end user. This helps to verify that 

the appropriate email feedback template is being sent to the end user to reinforce their security awareness 

training. 

 

 
 

Quick Links to the Alerts and Activity Pages from the Incident List 
 

PTR/TRAP 5.4.0 adds quick links to the Alerts and Activity pages, directly from the incident list, to reduce 

the number of clicks required to reach critical information for resolving incidents. 

 

Abuse Incidents List Is a Supported Default Landing Page 
 

The Incident List - Abuse Incidents page is now a supported landing page in the Account Preferences 

section. 

 

 

TAP Enhancements 
 

Quarantine Reporting on the TAP Dashboard 
 
Importantly, while this feature is being announced and will be generally available with the launch of 

PTR/TRAP 5.4.0, the underlying components have been populating data since the launch of PTR/TRAP 5.3.0. 

 

PTR/TRAP can now communicate with the TAP Dashboard to provide customers with visibility into successful 

and skipped quarantines directly on the TAP Dashboard. Quarantine information is correlated with delivered 

messages and is presented clearly in order to help security teams capture the value delivered by TRAP, namely 

the mitigation of delivered threats and reduced exposure to risk. 

 

Customers must be running PTR/TRAP 5.3.0 or above and need to turn on Feedback Reporting (in System 

Settings) to benefit from this feature. 

 

TAP Threat Type Is Available on the Alerts View 
 



   
 

   
 

In addition, PTR/TRAP 5.4.0 contributes to the enrichment of TAP alerts by providing details of the type of 

threat represented by the alert on the Alerts page. The threat type maps to one of the following values: 

 

- Permitted Clicks 

- Delivered Attachment Threats 

- Unprotected URL Threats 

- Delivered URL Threats 

- Delivered Impostor Threats 

 

Very Attacked People Enrichment, Badges, and Match Conditions 
 
This release supplements alerts and incidents with information as it relates to VAPs from TAP. VAP recipients 

who are targeted and identified in incidents are marked with a “badge” on the incidents and alerts pages. 

 

Dedicated match conditions can also be configured for VAP recipients to enforce greater security controls as 

they represent a potentially higher risk to your organization by virtue of being attacked more. 

 

General Improvements and Notable Tech Upgrades 

 

Expand_Events Query Parameter Extended to the Incident API 
 
PTR/TRAP 5.4.0 extends support for the expand_events query parameter in the Get Incident Details API. 

Setting this parameter to a value of false can speed up API calls significantly. This can be used in scenarios 

where individual alert details are not required in the API response. 

 
Hostname Support for the License Proxy Server 
 
The proxy server field under Licensing on the Appliance Management Console now supports hostnames 

besides IP addresses. 

 

Improved PTR/TRAP Error-handling 
 
PTR/TRAP 5.4.0 removes points of failure around licensing-related restarts and EWS request failures 

thereby improving product robustness. 

 

 

Download Instructions 
PTR/TRAP 5.4.0 requires a minimum of VMware ESXi 6.0. Please use the Proofpoint CTS credentials to 

access the downloaded images. 

 

• 5.4.0 OVA File (Fresh Installations and Upgrades From 3.x, 4.x) – Download OVA and SHA-256. 

• 5.4.0 IMG File (Upgrades From 5.x) – Download IMG and SHA-256. 

• 5.4.1 VHDX File (AWS AMI Installations) – Download VHDX and SHA-256. 

 

The API documentation for PTR/TRAP 5.4.0 can be found here.  
 

Installation Instructions 

https://ptr-docs.proofpoint.com/extensibility-guides/ptr-api/#get-incident-details
https://dl1.proofpoint.com/download.cgi?file_id=53616c7465645f5fe78c97ed9953d7ac02ad56169c4de126f58b07aed82c02ba50db1023ef65ac06464ef5056283a82dcbb31343d32799b95a7866009f12c0a79068adbe9fa97f01afd20922e17718763999389af06608d2d6b92e06ff53cfd81d4e688c4c7b0d2288c3c687d2d96f72094d2e94fcf6ec8e99c50fe687bb2613a8bddb49021548fe
https://dl1.proofpoint.com/download.cgi?file_id=53616c7465645f5ff9a65db92e84309f09a91c1059dcb3656425f4530b44399fc4effc1182313a477ced630a881135c505f899efb57b0a9c12eabb3995a5513f1f0cac22b5d5f3b12b042483492edbef1f44ff156ea0adfc3baacaa1182c40cb815f53dcd5df14a3ddb637d866591473123cbb3e262ac1bcbe600eac9a9a19f42a1561691318ad86d10156063cdfdbf4
https://dl1.proofpoint.com/download.cgi?file_id=53616c7465645f5f95522ed0b4967a352ef1de080b65e04b5688925c40bb4a82d27d614862019944242f56f205d84c55c3425739559081aa67d79ae89492dffcb6ed0ab230edb64697f74f493ac954a0334c30456f48ea438315592be0c3d3fc932e7a86f4b50ba46c918ca4e299a7ae48d2b35c940e607183edda9f9ebe93733eb5fb4f32e16e4a
https://dl1.proofpoint.com/download.cgi?file_id=53616c7465645f5f980a525ed87fcfe03e1127abcb609e769b9719692286d13723c1b14e785da84d5e04ce3faadeff3c59be38001c833ff8be6bdd17d8a65254ca0b374ecb523ff3c1f29fd2daf0a63f938bcfc171ede9f05ea74b58908d61e9ecba16215642a7536dea41ea6d35199cb0ac8392d0c3b7d2047eedf8f92a1138e8dde7847d4d256694a7e8660d60941e
https://dl1.proofpoint.com/download.cgi?file_id=53616c7465645f5f93d9bcb1e2999fe6c532befa9c8124e9a9c3aa68041f1cf1898485697c1084e0cb8b8265ca90006208e81cf7c98632a78d29b80a1221989cb552ebd179f155824aaec864dcc0cf17618401d16d66dbd282cb9483414c07f52ff2fcf8a7e548466eaf0f10e6f7abcff61c1282cb5f255d44f4a749ab69f3ca5189779dbebdba22
https://dl1.proofpoint.com/download.cgi?file_id=53616c7465645f5fcc0c3dca70606603336d05841b58b2913259f62b3bc7f2a8b717ba479cb144c3241a68096f3a9ec54ae808a7f28888d4273cfa3c6c6444a89e75c8da6eab2ca308cdd6148338e9bf593995eb366d1a02ec12bba8374ab828ee32ed60f3420b66f4b2981a41e829f4a27472d37d138fc8921d3fbe3f2cb05e7dc63b405b27b47c9e168827f9dd91ca
https://ptr-docs.proofpoint.com/extensibility-guides/ptr-api/


   
 

   
 

Please refer to the PTR Installation Guide or TRAP Installation Guide for instructions concerning the 

installation of 5.4.0. There are a few changes in the following sections in both guides. 
 

• The virtual machine requirements include a slightly bigger HDD for the base system.  

• The required ports for network communication include new entries for clustered deployments. 

• The initial configuration wizard consists of a different set of steps as compared to older versions. 

 

Please refer to the PTR AWS Installation Guide for instructions concerning the installation of 5.4.0 on AWS. 

 

Upgrade Instructions: 3.x to 4.x 
 

The upgrade process from a 3.x or a 4.x version requires a new virtual machine to be set up using the 5.4.0 

OVA file. Data must be migrated from the older version of PTR/TRAP to 5.4.0.  Refer to the Upgrade Guide 

for detailed instructions about upgrading an older version of PTR/TRAP to 5.4.0. The FAQ (Frequently Asked 

Questions) section contains answers to several common queries about the upgrade process. 
 

Upgrade Instructions From 5.x 
 
Upgrading from PTR/TRAP 5.x to 5.4.0 can be completed “in place” (on the appliance) using the IMG file. 

Refer to the Console Guide for instructions. 
 

Note: An issue in PTR/TRAP 5.0.0 prevents rolling back to 5.0.0 after the appliance has been upgraded and 

running 5.4.0. Before upgrading the appliance from 5.0.0 to 5.4.0, it is advisable to take a VM snapshot first. 

 

AWS Deployments – Upgrade Instructions 
 

The upgrade process for AWS deployments requires a new EC2 instance to be set up using the 5.4.0 VHDX 

file. Data must be migrated from the older version of PTR/TRAP to 5.4.0. Refer to the AMI Installation Guide 

for detailed instructions on deploying PTR/TRAP 5.4.0 on AWS. 

https://ptr-docs.proofpoint.com/ptr-guides/ptr-installation
https://ptr-docs.proofpoint.com/trap-guides/trap-installation
https://ptr-docs.proofpoint.com/ptr-guides/ptr-installation/#virtual-machine-requirements
https://ptr-docs.proofpoint.com/ptr-guides/ptr-installation/#required-ports-for-network-communication
https://ptr-docs.proofpoint.com/ptr-guides/ptr-installation/#initial-configuration-wizard-new
https://ptr-docs.proofpoint.com/ptr-guides/ptr-installation-aws
https://ptr-docs.proofpoint.com/ptr-guides/ptr-upgrade
https://ptr-docs.proofpoint.com/ptr-guides/ptr-upgrade#faq
https://ptr-docs.proofpoint.com/ptr-guides/ptr-upgrade#faq
https://ptr-docs.proofpoint.com/ptr-guides/ptr-console-guide-new/#maintenance
https://ptr-docs.proofpoint.com/ptr-guides/ptr-installation-aws/

